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ABSTRACT

With the spread of the Internet of Things (IoT), cloud computing, and big data, the need for high-speed encryption for
applications is emerging. GPU optimization can be used to validate cryptographic analysis results or reduced versions
theoretically obtained by the GPU in a reasonable time. In this paper, PIPO lightweight encryption implemented in various
environments was implemented on GPU. Optimally implemented considering the brute force attack on PIPO. In particular,
the optimization implementation applying the bit slicing technique and the GPU elements were used as much as possible. As
a result, the implementation of the proposed method showed a throughput of about 19.5 billion per second in the RTX 3060
environment, achieving a throughput of about 122 times higher than that of the previous study.
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Fig. 1. Structure of PIPO block cipher(1)
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Fig. 2. Block structure after S-layer

PIPO-64/256°] 73-%- vizE]l 7] K= 4709] 64¥]
ER v}

2.2 HE £2l0ld

AR Flgeleh. HlE Loty ofe] HR| wlE
& 7} AU ol W= )9 akshe T
e, ot PHOZ o BFL HE A4

)
o
[o oE

ul

Hole} WHR M 4 olvh. H|E &Ele]d 7]
& ALslr] salMe 9F daEEe] $1 S
AND, OR, NOT 53 #o] 7twkgt =g Alo|ES
Z3or WHsltojol gt oJz] EF v|E Lefo|A
F38E v7] 818 packing I oA L ¥
ge] EEon wEe]r] 918 unpacking Ao
F7tEo] oleldt S = A aEsof gl

-

2.3 CUDA =214

CUDA(Compute Unified Device Archi-

Grid o

Block (0, 0) ||Block (1, 0) Warp 0 Warp 1
%% § § % 7 | Thread || Thread | °

/i 0-31 32-63

|

Block (0, 1) || Block (1, )| } Warp 6 Warp 7
§ % % i Thread Thread )
1192 - 223|224 - 255 //

Fig. 3. Grid, Thread, Block and Warp
configuration in CUDA

tecture)= GPUCA 83t W A2 daeE
+ C ZEoe ddojE wEg 4 & ol &
AHEsle] 2 = QlEE F= GPGP
t}. CUDA= dmltjopr} 7dses glem o] o}
71935 Al4stedd dlnjtjel GPUSE 5Hg ~E
d A =gle|njr} et CUDA GPU T+x&
Fig. 3. 3 #Zo] GPUeA Ad=Ee 2= 1%
£5 59 aF 2=, 32709 2dE HF5 04
=7} 9ltl. SM(Streaming Multi-processor)<
shpe] fJzel|x 2~HEE FAe Aldggict GPUe
Al WE AdEs e 2es Aol g
dzdES AT e 2dzdA] s
A2 =E 53t oy e tsslse] WHE
o] Foizlct, Aeg Hd EEY ~d= 5 aEl=
Agk gk A9 dashy dlely AHE
2|dE wHsle] FEE Adse} B2 algo] g
El

oz 2UE 2ol FHY 4
}

il

Qe W T vlwel dodel A2 S vk, Al
7ol = I lEgE ARSsle] =2 A 3
< 5y 5 Ak

. ®MeH 71t

3.1 PIPO HIE &2}0|4

H|E Zeo]A] 7|&e o] E5& Juspslnz
GPU 3H47 o] &2 Aeabs 873k 30
Agtsicl, WY2 g 525 Adlshs BE
A TR oy ik s Aok 4 xR B
A~ Fasteg owses fUd 5 gich
GPU 3H42 ol2jdt 1xe] nE Lujo]a 1S
HEA R Y] vl FE3 dA2HE Al
Zath, GPU 3o]9] 328]E 4k w9]q] whe} 64



1038 CUDA GPGPU AellA 7= &

R
o
2

s PIPO9| A 74

F71e), oy d Ay A 22
+E 715 BHLE VIR Ado] A
w3k A ddhe A 2H BT B HA]
AR s 4 ik o]l enE
A3 A-ksle 7HeAAE B 71E A
2] 943 on-the-fly WAoo 2 74]/‘&3&\4. =
715 A3k 71 Ado] WAEIAIRE, dubA

ﬁal:ﬂ—ig,] DN nmg B2l 7] wjl o
o] 952 ®B9lrh Fig 4

11]"1}71”34 &2 %E"ﬂ%"]‘?} 28| =4

eyGenelA 32719 715 AAgk}. o= & 2k
zoA AddRoundKey, S-Lyaer, R-Layer, K
eyUpdate’} E2lch, AddRoundKey+ Abejel
717} XOR&t}h 28|32 S-Layer, R-Lyaer= 7|
% S-Layer, R-Lyaerd| Aetsl= v|E &elo]A
719e] A4% F<olr}. 28]2 KeyUpdates th
S g 7] A} 2wk & Verify ©
AlollA AA| s vlwste] At A9 7] e

H|

| Key?en |

AddRoundKey |+ PlanText )
S-Layer’
R-Lyaer’

1
1
1
1
1
1
1
1
KeyUpdate
Round r | y:p l :
1
1
1
1
1
1
1
1
1
1

[_AddRoundKey |
I S-Layer’ |
R-Lyaer’
KeyU Ipdate

[ AddRoundKey |

[
flase Verify [+ CipherText )
Jtrue 1
None ) ( key ) !

Fig. 4. The process of the proposed technique

e Aol 244 KeyGensh 43
Wl s G 7R A HE

ot
)29
m
Wy
k)
2
o>,
N

3.2 S-Layer

712 S-LayerdlA+& Fig. 2. ¢} 22o] npo]E ot
91e] vlE &elolA <date] AH4Eth & 84 H
T vle]Ex HlE w92 FHo S-boxel =)
o]& Hhkdste] AR GPU AellA T3
Fig. 5. ¢ o] S-Boxell B]E7} ¢z 5}, 174
Hld X+ vE &SEpolAl 3o g 32719 64H|E
Hiroloh, wlebA X(0)-2 Feles ZE e oW
A vE X(1)& FielEs 64015 FEo] 144 v
E7} ARl PIPO® 8H|E ZEAAMA &84
OJ S 5% 7 AAF R-Layerels SHIE 2
A ediakrte g A o]F ¢JdilM S-Box
“}21‘31‘ Astel| A= B E sgho] o] Foizlct, A |H

o= B|E w3kSe R-LayerdlA] F3)ste] =g
o] = Zalr}. 4143 S-Box: Fig. 6.3 %t}

1. _device  void pipo_sBoxLayer(uint32 t* X) {

2. register uint32 t T0, T1, T2:

3. PIPO_SBOX(X(0), X[8), X(16), X[24), X(32],
X[40), X(48], X(56)):

4. PIPO_SBOX(X(1), X(9), X(17), X(25), XI(33],
X[41), X(49], X(57)):

5. PIPO_SBOX(X(2), X(10), X[18), X[26), X(34],
X(42), X(50], X(58)):

6. PIPO_SBOX(X(3), X(11], X[(19), X(27), XI[35),
X[43), X(51], X(59)):

7. PIPO_SBOX(X(4), X[12), X[20), X[28), X[36),
X(44), X(52]), X(60)):

8. PIPO_SBOX(X[5), X(13), X(21), X[29), XI[37).
X[45), X(53], X(61)):

9. PIPO_SBOX(X[6), X(14]), X(22), X[30), XI[38).
X(46), X(54]), X(62)):

10. PIPO_SBOX(X(7), X(15), X[23), X[31), X(39],
X[47), X(55), X(63)):

11. }

Fig. 5. Implementation of s-Layer with bit
slicing on GPU
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1. #define PIPO_SBOX(X0, X1, X2, X3, X4, X5,

X6, XD\
2. X5 "= (X7 & X6): X4 "= (X3 & X5): \
3. X7 "= X4: X6 "= X3: \
4. X3"= (X4 | X5); X5 "= XT: \
5. X4 "= (X5 & X6): X2 "= X1 & X0: \
6. X0 "= X2 | XI: X1 "= X2 | X0: \
7. X2 = ~X2: X7 "= X1: \
8. x3 ~= X2 X4 "= X0: \
9. = (X7 & X5): T0 = X7°X6:\
10. X6 = (X4 | X3): T1 = X3"X5 \
11. X5 7(X6\X4'X2A— TO: \
12. T2 = X7: X1 = X1~ X4 " (T1 & TO):\X0 =

X0 T1: \

Fig. 6. S-Box implementation of the proposed
method
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1. __device__ void pipo_pL | 1. X[35) = XI[37)
ayer(uint32_t* X) { 2. X(371) =T

2. uint32_t T: 3. T = X[(38):

3. T = X[15): 4. X[38) = X[32):

4. X[(15) = XI[8): 5. X(32) = X(34]):

5. X(8) = X[9): 6. X(34) = XI(36):

6. X(9) = X[10): 7. X(36) = T:

7. X(10) = X(11) 8. T = X[47):

8. X(11) = X(12) 9. X(47) = X(42]):

9. X(12) = X(13): 10. X(42) = X[45]):

10. X(13) = X(14]): 11. X(45) = X[40]:

11. X(14) = Ts 12. X(40) = X(43);

12. T = X(16): 13. X(43) = X(46);

13. X[16) = X[20]: 14. X(46) = X[41):

14. X(20) = T: 15. X(41) = X[44):

15. T = X(17) 16. X(44) = T:

16. X(17) = X(21) 17. T = X[55);

17. X(21) = T 18. X(55) = X[54]):

18. T = X[18) 19. X(54) = X[53):

19. X(18) = X[22]: 20. X(53) = X(52):

20. X(22) = T: 21. X(52) = X(51):

21. T = X(19): 22. X(51) = X(50):

22. X(19) = X(23): 23. X(50) = X(49):

23. X(23) = T: 24. X(49) = X(48):

24. T = X(31): 25. X(48) = T:

25. X(31) = X(28): 26. T = X[63):

26. X(28) = X(25): 27. X[63) = X(61):

27. X(25) = X(30): 28. X[61) = X(59):

28. X(30) = X(27): 29. X(59) = X(57):

29. X(27) = X(24): 30. X(57) =Tt

30. X(24) = X(29): 31. T = X[(62]):

31. X(29) = X(26): 32. X(62) = X(60):

32. X(26) = T: 33. X[60) = X(58):

33. T = XI(39]): 34. X(58) = X(56):

34. X(39) = X(33): 35. X(56) = T:

35. X(33) = X(35): 36. }

method
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1. uint32_t tid = blockldx.x * blockDim.x +
threadldx.x:

2. uint32_t X(64):

3. uint32_t keys(128) = { 0, }:
4. keys(0) = 0x55555555:

5. keys(1) = 0x33333333:

6. keys(2) = 0xOFOFOFOF:

7. keys(3) = 0x00FFOOFF:

8. keys(4) = 0x0000FFFF:

9

10. for (uint32.ti = 0: 1< 128 - 5: i++) {

11. keys@ + 5) = ((tid & (1 « 1) » 1 *
0xFFFFFFFF:

12. }

13.

14. uint32_t subkeys(64]:

15. uint32_t subkeys2(64):

16.

17. for (inti = 0: i ¢ 64: i++) {

18.  subkeys(i) = keysl(i):

19. )

20.

21. for (int i = 0: i ¢ 64: i++) {

22.  subkeys2() = keys(i + 64):

23. )

24.

25. for (int i = 0: i < 64; i++) {

26.  X(i) = plaintext(i):

27. }

_ shared__ uint32_t subkeys(64 * threadSize):
_ shared__ uint32_t subkeys2(64 * threadSize):

1
2
3.
4. for (int i = 0: 1< 64: i++)

5. subkeys(i + threadldx.x * 64) = key( + tid * 128);
6

7

8

Cfor (int i = 0:1<64: i++)
subkeys2(i + threadldx.x * 64) = keyli + 64 + tid
*128);

10. for (size.ti = 1:1i ¢ 13:i=i+2) {

11. pipo_addRoundKey(X, subkeys + threadldx.x *
64):

12.  pipo_sBoxLayer(X):

13.  pipo_rLayer(X):

14.  pipo_update(X, i):

15.  pipo_addRoundKey(X, subkeys2 + threadldx.x *
64):

16.  pipo_sBoxLayer(X):

17.  pipo_rLayer(X):

18.  pipo_update(X, i+1):

19. }

20. pipo_addRoundKey (X, subkeys + threadldx.x * 64):

21. pipo_sBoxLayer(X):

22. pipo_rLayer(X):

23. pipo_update(X, 13):

24. pipo_addRoundKey (X, subkeys + threadldx.x * 64):

Fig. 8. Counter-based exclusive key search on
PIPO
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Fig. 11. After applying the counter-based key
search method, Comparison of the number of
encryptions per second according to the number
of blocks per grid and the number of threads
per block. The x-axis is the number of blocks
per grid, the y-axis is 1 billion encryptions per
second, and the legend is the number of blocks
per thread.
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